Panasonic
TOUGHBOOK

f

SUPPORTING SOFTWARE

Strengthen Endpoint
Security for your

Mobile Workforce

For mobile workforces, where data security is paramount, TOUGHBOOK
already provides unmatched durability and cutting edge security features.
Now, with the integration of Absolute Secure Endpoint, we offer
a multi-layered security solution designed to protect your critical data
and devices, no matter where your operations take you.

Establishing consistent visibility and security controls across mobile devices
is challenging, and network security often isn't enough to counter cyber threats,
especially if the endpoints are not properly secured.

The combination of TOUGHBOOK devices and Secure Endpoint, from experts

in cyber-resilience, Absolute Security, addresses these challenges by providing
a resilient security solution to safeguard your assets.

Absolute Secure Endpoint
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Self-healing applications NIST Level secure Data-Wipe Device recovery
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Multi-Layered Security

for Enterprise Mobility

Absolute Secure Endpoint offers a comprehensive
suite of security features designed to protect your
TOUGHBOOK devices from all angles. By integrating
this advanced solution, organisations can ensure
their data and devices are secure, even in the most
challenging field environments.

* Persistent Endpoint Security: Absolute's unique
Persistence® self-healing firmware-embedded
technology ensures that your security controls
remain intact and functional, even if the device

is compromised. * Data r.{i-sk Managgment: Ide_ntify
and mitigate data risks proactively
* Secure Monitoring and Control: Gain full visibility with comprehensive reporting and
and control over your fleet of devices, with real-time analytics, ensuring compliance with
insights into their security status and the ability to industry regulations.

enforce policies remotely.
P Y * Enhanced Device Lifespan: Extend the

* Auto Recovery from Incidents: The self-healing life and reliability of your TOUGHBOOK
capabilities of Absolute Secure Endpoint allow for devices by maintaining optimal security
automatic repair of critical security applications, and performance, reducing the need for
minimising downtime and maintaining protection. replacements and repairs.

Absolute Visibility 0 Absolute Control o Absolute Resilience o
Source of truth for device Lifeline to protect at-risk devices Delivers application self-healing
and application health. and data. and confident risk response.
Whats included All Visibility capabilities, plus All Control capabilities, plus
v Device health v Geofencing v Application health

v Security posture v Device freeze v Application resilience

v Application health v File delete v Remediation script library
v Device usage v Device wipe v Investigations and recovery
v Geolocation v End user messaging of lost/stolen devices

v Web application usage v Remote firmware protection

v Endpoint data discovery

“Persistence is a registered trademark of Absolute Software Corporation
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