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Resilienz und Interoperabilitat durch mobile, selbstversorgende Datenzentren in Multi-Domain-Operationen CONFIDENTIAL designator

NATO Definition:
,2Oorchestration of military activities, across all domains and environments, synchronized with non-

military activities, to enable the Alliance to create converging effects at the speed of relevance”

Planungsamt der Bundeswehr:

... Beschreibungen von MDO fokussieren stark auf die technischen Anteile und gehen oftmals mit
Begriffen wie Cloud, Edge, kunstlicher Intelligenz und Umgang mit Massendaten einher. ... wichtig
zu verstehen, dass es sich bei MDO nicht um ein primar technisches Thema handelt.

Red Hat = Technologie Provider = Fokus auf die technologischen Grundlagen

3
Source: Planungsamt der Bundeswehr MULTI-DOMAIN OPERATIONS FUR DIE BUNDESWEHR

& RedHat | Panasonic.


https://www.bundeswehr.de/resource/blob/5712296/ee4e4d36425e5366cec987225f3752e9/broschuere-data.pdf
https://www.bundeswehr.de/resource/blob/5712296/ee4e4d36425e5366cec987225f3752e9/broschuere-data.pdf
https://www.bundeswehr.de/resource/blob/5712296/ee4e4d36425e5366cec987225f3752e9/broschuere-data.pdf

How it all started - “the WHY CONFIDENTIAL designator

The Only RHEL Certitfied Rugged Computers

& RedHat | Panasonic



Why Does It Matter?
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W h e re we a re to d ay CONFIDENTIAL designator
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Where Our CUStomerS Wa nt 'to be CONFIDENTIAL designator

Strategic Core The Cloud Deployed Edge Tactical Edge
Datacenter Near Edge Edge
Edge Datacenter loT

& RedHat | Panasonic.



C h a | | e n g eS to SO |Ve CONFIDENTIAL designator
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Unified Platform Secure Software Reliable and Secure

Supply Chain Automation
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C h a | | e n g eS to SO |Ve CONFIDENTIAL designator

Think Platform - not Operating System

\/:
Unified Platform

Development, Operations,
Security and Data Scientists
must work on a single
platform regardless it’s core,

cloud or edge

10
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Simplification with an Unified Platform

CONTAINERS { FUNCTIONS

Hybrid Infrastructure

Panasonic. @ RedHat



CONFIDENTIAL designator

Organizational Value

Processes Simplification
People can operate in any part of the Hybrid Infrastructure
with the same skills and tools

Faster time to mission
People can move solutions quickly in any part of the Hybrid
Infrastructure with the same skills and tools

Industrial Ecosystem available to support
Multiple vendors available to support customers

Panasonic. @ RedHat



Challenges to solve

Think Platform - not Operating System

N

Secure Software
Supply Chain

Applications must include only
content coming from trusted
sources; build process must

be auditable and verifiable

CONFIDENTIAL designator
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CONFIDENTIAL designator

Trusted Secure Software Supply Chain

New

Application Libraries [ Code J [ Build J [ Deplﬂy J [ Monitor J

Language Runtime

Software | Digitally Ir.na.ge Image. YAML Ima.ge Images
Universal Base Image P Composition | Signed& P I ) Policy | Policy p  ProfileRisk | Clusters
Analysis | Verified Artifact | SLSA Signature | Attestation SBOM | Network
Signining | Attestation Checks | Validation
Provenance, Dependency SBOM Kubernetes
Attestation of Analysis Native
Curated Content Recommendations Security

SBOM = Software Bill of Material | VEX = Vulnerability Exploitability Exchange | SLSA = Supply-chain Levels for Software
Artefacts
14
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We are in the best place for a
Trusted Secure Software Supply Chain

Trusted supply chain to reduce
software life cycle risk,

. . Continuous

Our dally bUSIneSS security updates
» Perform a static code analysis across code base cectro
distribution

v

Minimize security flaws before shipping and

improve the upstream open source

All packages are
digitally signed

v

Prevent stack smashing and mitigate memory

corruption with compiler flags
Extensive QE

testing per release

v

Maintain through patching of security flaws

Compiler flags set for
hardening and security

CONFIDENTIAL designator

Upstream first and
community leadership

Red Hat bugzilla
package review

Track packages for
release in Fedora

Packages selected for
inclusion into Red Hat
Enterprise Linux

Security scanning

Panasonic. €8 RedHat



CONFIDENTIAL designator

Business Value

Highest Security Standards

A private Software Supply Chain working in your
infrastructure that offers security gates and maximum
control over your processes

Improve your security posture

As soon as a vulnerability is discovered, you can know which
application is impacted and then which systems are affected
and plan a fix as soon as possible

Seamless integration in multi hybrid digital infrastructure
Managing security across multi hybrid digital infrastructure
becomes possible and efficient

Panasonic. €8 RedHat



C h a | | e n g eS to SO |Ve CONFIDENTIAL designator

A proposed framework

J

Reliable and Secure

Automation

Manage devices, applications
and data in a secure way with
tamper-proof resistance and

provenance capability

Panasonic. €@ RedHat



Reliable and Secure Automation

High Level Process
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CONFIDENTIAL designator

Distribute applications, configuration and data securely across all environments

Panasonic. €8 RedHat



CONFIDENTIAL designator

Business Values

Deployment of infrastructure or software simplified
Management of devices, software or data from the core to
the edge can be automated and simplified

Distribution of applications and configuration can fit any
requirement

Any custom distribution process can be implemented: copy
images on secure laptops, optical discs, DMZ, etc

Provenance and Tamper-Proof Resistance

When artifact arrives at the destination, it's possible to verify
its provenance and its signature to check that content was
not changed in transit and who is the author

Panasonic. €8 RedHat



Think Platform not Operating System

Open, Interoperable and Coherent Platform to solve Customers Challenges

Strategic Core The Cloud Deployed Edge Tactical Edge
Datacenter Near Edge / Edge Datacenter Edge/ loT
< >
< E J
é : The Platform provides the technical capabilities for
Unified Platform Secure Software . Reliable and Secure Multi Domain Operations
Supply Chain Automation

,Orchestration of military activities, across all domains and environments, synchronized with non-military

activities, to enable the Alliance to create converging effects at the speed of relevance”
20
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Update confidential designator here

Red Hat Enterprise Linux
Panasonic Toughbooks
use cases, ideas, inspirations




Whatif ....

You consider Panasonic
Toughbooks as mobile
servers
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The Cha”enges Of the Edge for harSh environments Update confidential designator here
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e Traditional data centers are static and secure—they are built to stay in one place.
e Military missions and others, can happen in harsh, remote unpredictable environments
[

Moving and operating edge datacenter poses unique challenges that a civilian IT
department never faces.

Panasonic @



R e d H a t A p p r O a C h Update confidential designator here

The Power of one unified platform

What if we consider Panasonic Toughbooks as mobile servers?

Those devices are easy to carry and can be plugged together to form an
edge data center that can guarantee resilience.

They can operate on their own battery power.

They can be easily extended by connecting traditional servers with
specialized equipment (e.g. GPUs).

The setup doesn’t require highly trained personnel - can be automated.

The same software stack of the core datacenter can be executed at the
edge - real portability and skills reuse.

Panasonic. ‘



Whatif ....
Al workload would run on
your Toughbook

MPHOENIX
TECHNOLOGIES
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Gat way

Liv Data

“Pattern #1

.T'rain at the Core,
Serve at the Far Edge
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,.~F5attern #2

Trajﬁ at the Near Edge,
Serve at the Far Edge

near edge &
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What if ....
Al workload would run on your Toughbook

War da was???




CONFIDENTIAL designator

Different slides - different companies - similar message
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One Platform across the different use cases

Our Architecture — Leveraging Open-Source Technologies and Standards

Ve Portal(s) ™\

kvant
automation
library
(git, databases,

package
repositories)

| Inira |Keycloack|
_ DB(s) | (Am) |
_ [ ] HW datacenter N [ ] Vela Cluster(s)
mwwmm‘ (optional: other clouds or on-prem) optimized for Al

Only

ired 1o Client services
bootstrap * kvant MCP: kvant Modern Container Platform - a multi-
OpenShift _— it architecture and hybrid-cloud solution for container workloads

30

CONFIDENTIAL designator

Red Hat
Technology
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Whatiif ....
You adjust the use of the

Toughbook on the fly
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Leverage Toughbooks to manage Toughbooks

Install all the required
software, configurations,
secrets and playbooks
needed in the field to

automate any procedure with
Ansible
o’

Strategic Core

Air Gapped

32

Use Ansible to run the
playbooks to bring the edge
system in the expected final

state

Update confidential designator here

Deployed Edge

Air Gapped

Tactical Edge

Tactical edge

Panasonic.




Introduce RHEL Image Mode Update confidential designator here

Registry

Immutable,
Agent1 Agent 2 Agent 3
images
Red Hat Enterprise Linux 1 Red Hat Enterprise Linux 2 Red Hat Enterprise Linux 3
RHEL Image Mode
Distribute
on the fly

. Everybody wants the OS to be completely customizable...
until the point that they want it to be immutable! Panasonic



What if ....
All this is stable, maintained
and secure for +10 years
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Red Hat Enterprise Linux Life Cycle Update confidential designator here

Red Hat Enterprise Linux Version 8, 9, and 10 deliver a ten year life cycle in Full Fom-m—m-m——-m-———--—--------- 1

Support and Maintenance Support Phases followed by an Extended Life Phase. Estdended Life Cycle Support (ELS)
Add-on

Full Support Maintenance Support Extended Life Phase

5 years 5years

Year 1 Year 2 Year 3 Year 4 Year 5 Year 6 Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13

10.9 ] |
10.8 N
10.7 I

== RHEL 10 Maintenance Support = 2035
o - Extended till 2038

10.3 -

Lz - RHEL 9 Maintenance Support 2032 - Extended till 2035
10.1

10.0 [ |
2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035

. Minor Release Extended Update Support Enhanced Extended Update Support / Update Services for SAP Solutions

Panasonic. ‘



Red Hat Enterprise Linux

Update confidential designator here

Red Hat Enterprise Linux &

Panasonic Toughbook - more than a ruggedized Laptop
Different workloads, same
Standard Operating Environment:

- RHEL for bare metal servers (x64, ARM, Power, IBMz)

- RHEL for virtual machines / cloud

= Microsoft Azure  Google Cloud

——

- RHEL for Workstations
Red Hat Enterprise Linux Al & RedHat
- R H E I_ fo r Ed g e (S m a | | fo Otp rl nt) Red Hat® Enterprise Linux® Al is a foundation model platform to )
seamlessly develop, test, and run Granite family large language models ubiojubi
. . (LLMs) for enterprise applications. Red Hat Universal
- RHEL for High Performance Computing (HPC) GaseImage
-  RHEL for Al fred

- RHEL Universal Base Image (certified container images)

36
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Thank you

Red Hat is the world’s leading provider of
enterprise open source software solutions. Award-

winning support, training, and consulting services

make
Red Hat a trusted adviser to the Fortune 500.

linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat
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